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1. Mecto pucyuninHsbl B cTpyktype OITIOII

IMucuynvza 51.B.10 CoBpemeHHbIe MeTOZbI 00ecrieueHus1 HH(GOpMaI[uoHHON 6e301acHOCTH B
MHGOPMALIMOHHBIX CUCTéMaX OTHOCUTCS K YacTH, popMUPyeMol yu4aCTHUKaMHU 00pa30BaTeTbHbIX

OTHOIIIeHH 0Opa3oBaTe/TbHOM MPOTPaMMBbI.

2. IInanupyemble pe3y/ibTaThl O00yYeHHsI 1O JAUCIUIUIMHE, COOTHECEHHBbI€ C TUIAHHUPYEMBIMH
pe3y/ibTaTaMi OCBOeHUsI 00pa3oBaTe/IbHON MpPOrpaMmbl (KOMIETeHHMAMH M HWH/UKATOPaMH
JAOCTYDKeHHMsI KOMITeTeHI[U)

aHanuMu4eckyo
OesimeabHOCMb HA
ecex amanax
JHCUBHEHHO20 YUKAA
nuc

(MHC).

nuc).

IIK-5.2: [lemoHcmpupyem
YMeHue n1aHuposamb u
0p2aHU308b16AMb
aHaAuMu4ecKyro
OesimenbHOCMb Ha 8Cex
5Manax HCU3HeHHo20 YUK1a
HC (MHUC).

IIK-5.3: Hmeem
npakmuveckuti onbim
NIGHUPOBAHUSA U Op2aHU3ayuul
aHanumuyeckoti

desimenbHOCMU.

npedmemuoli obaacmu, 8 pamkax
KOMMYHUKamueHotl
dessmenbHOCMU.

Ymemb ucnoabzoeamnb 3HAHUS
00 OCHOBHbIX 3Manax
JtcusHeHHozo yukna UC (MUC).
Bnademb Hasbikamu
UCNOb308aHUS 3HAHUL 00
OCHOBHbIX 3MANAX HCU3HEHHO20
yukna UC (MHC).

IIK-5.2:

3Hamb 0CHOBbI NAAHUPOBAHUSL U
Op2aHu3ayuu aHaaumu4ecKoll
Oesime/nbHOCMU HA 8CeX 3Manax
JicusHeHHoz0 yukna UC (MHC)
Ymemb nnaHuposamsb u
0p2aHU308b16aMb
aHaaumu4eckyto 0essmeabHOCMb
Ha 8cex Amanax HCu3HeHHO20
yukna UC (MHUC) c yuemom
obaacmu KOMMyHUKayuu u
83aumooelicmsus ¢ KaueHmamu
Bnademb cnocobHOCMbIO
npodemMoHCMpuUpo8amb
npakmuyeckuil onbim
NAAHUPOBAHUS U OpeaHu3ayuu
aHanaumuyeckoll desimeabHOCMU

8 cghepe KOMMYHUKayuu.

ITIK-5.3:
3Hamb 0CHOBbI NPAKMUYECKO20

dopmupyemsbie IlnanupyeMbie pe3y/bTaThl 00yUeHHs M0 AUCHUIUIMHe | HanMeHOBaHHe OLIeHOYHOTO CPeCTBA
KOMIIeTeHI{NH (Mofgyn0), B  COOTBETCTBMM C€  HWHJAUKATOPOM
(xof, comep)kaHue | JOCTH)KeHHS KOMIIeTeHIIMH
KOMITeTEHLIUH) Nupukarop poctwkeHusi | PesyabTarsl 00yueHust Jns Tekymiero | /ins
KOMIIeTeHI{MU 10 JUCIUII/INHE KOHTPOJIA IPOMEXXyTOUYHOH
(xon, cozieprkaHue ycreBaemMoCTH aTTecTanu
WH/IMKaTOopa)
IIK-5: CnocobeH IIK-5.1: [lemoHcmpupyem IIK-5.1: 3aodaHus
naaxupoeams u 3HAHUe OCHOBHbIX 3MAnos 3Hamb 06 OCHOBHbIX 3manax Pegpepam DK3aAMEH:
OpeaHu306bleamb JicusHerHo20 yukaa UC JicusHenHo20 yukaa UC (MUC) ¢ | Tecm

KoumposnbHble
80NpOCh!




onbima NAAHUPOBAaHUs U
Op2aHu3ayuu aHaaumu4ecKoll
desimenbHOCMU

Ymemb ucnonb3osamb
npakmuyeckuil onbim
NIGHUPOBAHUS U OpeaHU3ayuul
aHanaumuyveckoii dessmeabHOCMU
Bnademb Hasblkamu
UCNOMb308AHUSI NPAKMUUECKO20
onbima nAaHupoe8aHus u
OpeaHu3ayuu aHaAumuyeckoll

dessmeabHOCMU
ITK-9: Cnocoben IIK-9.1: JlemoHcmpupyem IIK-9.1: 3aoaHus
pykogooumb 3HaHUe 6a308bix NPUHYUNOS 3Hamb mpebosaHus k cucmeme 8 | Pecpepam DK3aMeH:
npoekmamu no KOHUenyuu cucmembl, yenom u Kk memodam Tecm

C030aHUI0 U
ModepHu3ayuu
2ubpudHbix UUC,
6basupyrowjuxcs Ha
KOHYenyuu
cucmembl,
OCHOBAHHOU Ha
3HAHUSX, U
COBPEMEeHHbIX
Helipocemesbix
mexHon02USIX
npuHsmus peweHutl.

OCHOBAHHOU HA 3HAHUSIX, U
Helipocemeegoli napaduzmbl
npuHsmust peweHul npu
NAaHUPOBAHUU NPOEKMOo8
2ubpuodHbix MHC.

IIK-9.2: [lemoHcmpupyem
YMeHue op2aHu306amb
KOMAHOHbIU N0OX00 K
€030aHur0 U ModepHU3ayuu
2ubpudHbix UUC.

IIK-9.3: Umeem onbim
pazpabomku 8 KomaHoe
KOHKpemHo20 npoeKkma no
€030aHu0 060/10UKU
2ubpudHoti UUC.

obecneueHus ee
UHpOpMAayuoHHoll
6e3onacHocmu, K (pyHKYUsIM
cucmembl, udam obecneueHust
UHpOpMAayuoHHol
6e3onacHocmu, nopsi0ok
KOHMPO/A U NPUeMKU CucmeMbl,
3HAUeHUsl MeXHUYecKuUX,
MexHO102UUeCKUX,
Npou3800CMeeHHO-
KOHOMUUECKUX UAU Opyaux
nokazamesnetii o6sekma
asmomamu3zayuu, Komopble
00/12iCHbI ObIMb 00CMUSHYMbI 8
pe3yabmame co30aHus UC;
Kpumepuu OyeHKU 0OCMUMNCeHUs1
yesnell CO30aHuUst CUCMeMbl.
Ymemsb popmyaupoeamb cocmae
u codepacavue pabom, 8 mom
yucse, u no obecneueHuro
uHpopmayuoHHoil
6e3onacHocmu 0603HauUMb
HasHaueHue u yeau paspabomxu
UHpOPMAYUOHHOTI cucmeMmbl,
eblpabambleamb mpeboeaHus K
cucmeme 8 yenom, K Memooam
obecneueHus ee
UHpOpMayuoHHol
6e3onacHocmu, K pyHKYusiM
cucmembl, 8u0am obecneueHus
ee uHgpopmayuoHHoll
6e3onacHocmu, onpedesimb
Nopsi00K KOHMPO/S U NPUEMKU
cucmembl

Bnademb Haebikamu
onpedeneHus cocmasa u
codepaicarus pabom,

0603HaueHuUs1 Ha3HaueHus u yenu

KoumponbHble

80NpoChbl




pazpabomku uHgopmayuoHHoll
cucmembl, 8bIpabomku
mpeb6ogaHuli Kk cucmeme
yenom, K memodam obecneueHust
ee UHGoOpMayuoHHol
6e3onacHocmu, K (pyHKYUsIM
cucmembl, 8udam obecneueHus
ee UHGOPMAYUOHHO
6e3onacHocmu, onpedeneHust
nopsi0oK KOHMPO/sl U NpuemMKu
cucmembl

TIK-9.2:

3Hamb 0CHOBbI KOMAHOHO20
nooxoda K co30aHuio u
MoOdepHuzayuu 2ubpudHbix TUC.
Ymemb opaanuzosamb
KOMAHOHbIL N00X00 K CO30aHU0
u MoOepHu3ayuu 2ubpuOHbIX
uuc.

Bnademb Hagbikamu no
Op2aHu3ayuu KOMaHOHO20
nooxoda K Co30aHUIo U
ModepHuzayuu 2ubpuoHbix THC.

TIK-9.3:

3Hamb 0CHOBbI PYKOBOOCMBA
KOHKpemHbIMU NPOeKmMamu no
€030aHui0 U ModepHU3ayuu
2ubpuonbix MHC.

Ymemb pykogooums
KOHKpemHbIMU npoekmamu no
C030aHUI0 U MOOepHU3ayuu
2ubpudHbix UUC.

Baademb Hagblkamu
DyKoB0OCm8a KOHKpemHbIMU
npoekmamu no co30aHuio u
ModepHuzayuu 2ubpuoHbix TUC.

3. CTpyKTypa U cojep)KaHHe AUCIUILTUHBbI

3.1 TpyA0eMKOCTb AUCLUII/IUHBI

ouHasi 3a04yHas
O0wyasi TPy/|0eMKOCTBb, 3.€. 4 4
Yacos o yueGHOMY I/IaHy 144 144
B TOM UHC/Ie
ay/iMTOPHBIE 3aHATHSA (KOHTAKTHasi padora):
- 3aHATHS JIEKIUOHHOr'0 THUIA 16
- 3aHATHSA CEMHHAPCKOro THMa (MpaKTHYecKue 3aHATHs / 1abopaTopHbie 32




paboThI)

- KCP 2 2

caMmocTosTe/IbHaA padora 58 121

ITpomexyTouyHas arTecTanusa 36 9
JK3aMeH JK3aMeH

3.2. Cogep;xaHue JUCHUILIMHDI

(cmpykmypupoeaHHoe no memam (paszoenam) C YKA3aHUem OmMBeO0eHHO020 HA HUX Koauuecmeda
akademuyecKux udacos u 8uobl yueOHbIx 3aHamull)

HanmMeHoBaHue pa3/je/ioB U TeM AWCLATUINHbI

Bcero (uacsr)

B TOM 4Uucse

KonTakTHas pabora (paboTa Bo
B3aUMO/IEfICTBHH C TIPEIO/aBaTesieM), Yachl U3

HUX
SaHATHS CamocTosiTesibHast
CeMHHapCKOro paGora
3aHaTus THTA obyuatowerocs,
JIEKIMOHHOTO | (TpaKTHYecKHe Bcero Hacel
THUMa 3aHsTHs/Mabopar
OpHbIe paboThl),
Yachbl
0 3 0 3 0 3 0 3 0 3
o) ¢ o) o) ¢ o ¢ | @ ¢ o)
0 0 0 0 0 0 0 0 0 0
Tema 1. MexayHapo/Hble CTaHAPThl MHPOPMAIMOHHOr0 0OMeHa.
[MonsTHe yrpo3el. ViHdopMalmoHHasi 6e301acHOCTb B YCIOBUSAX 12 17 2 2 4 0 6 2 6 15
(byHKUHOHMPOBaHKs B Poccuy r106anbHbIX ceTei
Tema 2. Buzibl MPOTHBHUKOB W/IN «HapyIinTesei». [loHsTHE O 12 19 ’ ) 4 ) 6 4 6 15
BH/IaX BUPYCOB
T 3. T 7 7
eMa PM BH/Ia BO3MOKHBIX HapylleHUH HH(OpMaLuoHHOH 12 15 ) 0 4 0 6 0 6 15
CHCTeMbI. 3aliuTa.
Tema 4. OCHOBHble HOPMaTHBHbIE PYKOBOZSIIME JOKYMEHTBI,
Kacarolyiecsi roCyZapCTBeHHOMW TaiiHbl, HOpPMAaTHBHO-CIIpaBoYHble | 14 19 2 2 4 2 6 4 8 15
JIOKYMEHTBI.
T 5.K .
eMa puritorpadryeckre MeTO/bl 3alUTHl HHGOPMaLH 14 17 ) 0 4 9 6 ’ 8 15
Vcrionb30BaHye 3allUIeHHbIX KOMITBEOTEPHBIX CUCTEM
Tema 6. [IpumeHeHre HHGHOPMALIMOHHBIX TeXHOJIOTHI /115t
M3yueHHs1 BOMPOCOB OpPraHM3aljMOHHO-TIPABOBOT0 0becreueHus 14 15 2 0 4 0 6 0 8 15
MH(bOPMaLMOHHOW 6e3011acHOCTH
T 7. A 6 7 71
ema Ha/M3 crnocoboB HapyleHUi HH(OpMaLMOHHON 14 15 9 0 4 0 6 0 8 15
6e30rmacHoOCTH
Tema 8. Mecro 0 OHHOH 6€30I1aCHOCTH SKOHOMUYEC
Ma TO UHD vaauH HHOU MACHOCTH SKOHOMHUECKHX | , 16 9 0 4 0 6 0 8 16
CHCTEM B HaL[OHAJIbHOW 6e30MacHOCTH CTPaHbI
ArtTtectauus 36 9
KCP 2 2 2 2
HWTtoro 144 | 144 16 ‘ 6 32 ‘ 6 50 14 58 121

Conep)KaHue pPa3je/ioB U TeM JUCHUIIMHBI

Tema 1. MexyHapoHble CTaHAapThl HH(GOPMaIiMoHHOro obmMeHa. TToHsTHe yrpo3bl. H(opMaloHHas

0e30macHOCTh B yCJIOBUSAX (DYHKLIMOHHMPOBaHUs B Poccuu riobanbHbIX ceTeit

BBezieHne B TeMy: 00bsiCHeHHe BaKHOCTH HH(OPMALMOHHOM 06€3011acCHOCTH B COBPEMEHHOM MUpe U
Heo0X0TUMOCTh COOJTIOIEHHST MeXK/IYHAPOAHBIX CTaH/apTOB.




OmnpepeneHue MOHSATHS yTPO3bl MHPOPMAIIMOHHOM Oe301acHOCTH U ee KilaccuduKaus. PaccmoTpenne
OCHOBHBIX BUZIOB YTPO3: BUPYChI, XaKepbl, KNOepaTaky U T.J.

Posib MeXXyHapOJHBIX CTAaHAAPTOB B 0becneueHrny MHGOPMALMOHHOW Oe3omacHoCTH. PaccMoTpeHue
OCHOBHBIX cTaHJjapToB U pekomeHaanuii: ISO/IEC 27001, GDPR, HIPAA u 1p.

OcobenHocTr MH(GOPMAIMOHHOM Oe30macHOCTH B Poccry B yCIOBUSX YHKIMIOHUPOBAHUS TJI00aMbHBIX CeTel.
AHany3 3aKoHoZaTeIbHOW 6a3bl U Mep 10 3alljuTe UHpOPMAaLKH.

[TpakTUYyecKre peKOMeHALMK TI0 0becrieueHH0 MH(GOPMaLMOHHOH 6e30MacCHOCTH B OpraHU3aliiy I JIMYHON
»u3HU. Pa3paboTKa cTpaTeruu 3aliyThl JaHHBIX U PerysisipHoe 0O0HOB/eHHe be3omacHocTu. O6CyKaeHre
BOIPOCOB 1 OTBETHI HA BOIIPOCHI YUACTHUKOB 3aHATUSL. 3aK/ItoueHue U No/iBefleHue UTOroB 3aHsaTus. OLeHkKa
TIOTyYeHHBIX 3HAHUH U T/IaHbI Ja/TbHEHIINX JeliCTBUH 10 oOecrieueHUI0 MH(OPMALMOHHOM 6€301acHOCTH.
Tema 2. Buzipl IPOTHBHUKOB WY «HapyluuTeseii». IIoHsITHe 0 BUjaX BUPYCOB

BBezieHre 1 0630p TeMBbI: UTO TaKOe BUPYC U KaKHe BH/IbI BUPYCOB CYILeCTBYIOT. THITb BpeJOHOCHBIX
MIPOTPaMM: BUPYChI, UePBU, TPOSHCKHE TTPOTPAMMBI.

Buppl BUpyCOB:

daiinoBbIe BUPYCHI: 3apaKatoT UCIIO/THsieMble (hailsibl.

CeTeBble BUPYChI: paclIpOCTPaHSIOTCS Uepes CeTH.

[MTonumopHBIe BUPYChI: U3MEHSIIOT CBOK) CTPYKTYPY A/1s1 u30eranusi 00Hapy>KeHusl.

MakpoBHpYChI: 3apaXKaroT JOKYMEHTbI U TaO/IULIbL.

Boot-BUpyChI: 3apa)karOT 3arpy30uHble CEKTOPHI AWCKa.

ITprMepsI M3BeCTHBIX BUPYCOB U MOCJIEICTBUS OT UX JIeHCTBU.

3alyra OT BUPYCOB:

AHTHBHUpYCHOe TIporpaMMHOe obecrieueHue.

PerynsipHoe 0GHOB/IEHYE aHTHBUPYCHBIX 0a3 JaHHbIX.

OCTOpOKHOCTB MPY OTKPBITHUH BJIO’KEHHBIX (Jali/IOB U CCHIIOK.

O6cy>XeHre BOPOCOB U OTBETHI HA BOMPOCKI yUaCTHUKOB.

Tema 3. Tpu BrZia BO3MOXKHBIX HapyllleHUH UH(OPMaLIMOHHON CUCTeMbl. 3alljuTa.

O630p OCHOBHBIX BH/IOB HapyLleHHi WH()OPMAL[HOHHOW CUCTEMBI:

BHe/jpeH1e BpeJOHOCHOTO IPOrpaMMHOT0 o0ecrieueHust (BUPYChI, TPOSIHCKHE ITPOTrpaMMbl)

CeteBeble ataku (DDoS, nepexsat Tpadrika)

Hapy1enre KoH(uAeHIIMaTbHOCTH JAHHbIX (YSI3BUMOCTU B cHcTeMe 6e3011acHOCTH)

MerTo/ib1 3aI1IUTHI OT HapyLlIeHU MHPOPMaIMOHHOM CUCTeMBbI:

YcraHoBka aHTHBUpYyCcHOro I10 u peryssipHoe 0OHOBJIeHHe 6a3 JaHHBIX

Hacrpotika 6pangmayapa /7151 67I0KUpoBaHUs HeXXemnaTeIbHOro Tpaduka

[ITudporanre JaHHBIX U yTIpaBJieHHe JOCTYNIOM K MH)OPMalMOHHOM cucTeMe

[IpakTuueckue yrnpakHeHHs:

[IpoxoskaeHue TECTOB Ha OIpeZeieHre YPOBHS 3allUILeHHOCTH HHPOPMAaLMOHHOM CUCTEMBI

Cumy/siLys CeTeBBIX aTak M pa3pab0TKa IyiaHa IefCTBUH 10 MpejoTBPAILeHH 0

PaboTa ¢ MHCTpyMeHTaMU MOHUTOPHHTA Oe3omacHocTH (Harpumep, IDS/IPS)

OO6cy>xaeHue c/Ty4yaeB peasbHbIX HapYILeHWH HHPOPMALMOHHOM CUCTEMBI U CIIOCOO0B WX MPeA0TBPALLeHHSI.
3ak/mounTe/bHbIe peKOMeHZAaLMH 1o obecrieueHrio 6e30macHOCTH MHGOPMALMOHHOM CUCTeMBI U T1aH
JIeliCTBUH B CyTyyae 0OHapYKeHHsI yTPO3bI.

Tema 4. OCHOBHbIe HOpDMaTHBHbIE DYKOBO/ZSLLME JOKYMEHTbI, Kacarolliecs FoCyJapCTBeHHOM TaliHbl,
HOPMAaTHBHO-CIIPABOYHbIE JOKYMEHTHI.

OCHOBHbBIE HOpMATHUBHBIE PYKOBOZSIL[HE JOKYMEHThI

HopmartuBHO-cripaBoYHbIe OKYMEHTbI

Krnaccudukanys nadopmarny 1o crereHyd CeKpeTHOCTH

Opranu3zaiyst paboTel € JOKyMeHTaMH, CO/lepsKalliUMH roCyapCTBeHHYIO TalHy

OTBeTCTBEHHOCTh 3a HapyllleHre 3aKOHO/|aTebCTBa O rOCyJapCTBEHHOU TaliHe

Tema 5. Kpunrorpaduyeckrie MeTobl 3aI{uThl MH(GOPMaLUK. Vcroib30BaHre 3al[UILeHHBIX KOMITBIOTEPHBIX
cucTeM



Kpunrorpaduueckie 0CHOBBI 3aLUTHI MHHOPMALUH

[MonsiTue kpunrorpaduu

OCHOBHBIE aTOPUTMBI KU POBAHKS

[MpuHLMbI paboThl ¢ KpUnTorpadgruuyecKUMu KIrouamu

Vcnonb3oBaHue 3alMIeHHBIX KOMITBIOTEPHBIX CUCTEM

TpeboBaHUs K 3alUIIeHHBIM KOMIbIOTEPHBIM CHCTEMaM

MeTtozp! obecrieuenysi 6e30MacHOCTH MH(GOPMALMK B KOMITbIOTEPHBIX CHCTEMAx

O630p CyIIIeCTBYIOLIMX 3aIIUIIEHHBIX KOMITBFOTEDHBIX CUCTEM U UX BO3MOXKHOCTEH

[IpakTuyeckue acreKThbl UCIOIb30BaHUsI KPUNITOrpahuuecKux MeTo/|0B 3alUThl MH(pOopMau

[IpumeHeHue KpunTorpaduu B pa3iuuHbIX chepax AesTesbHOCTH

IIprmeps! UCTI0/1b30BaHNS 3all{MILeHHBIX KOMITbIOTEPHBIX CUCTEM Ha IPaKTHKe

AHan3 0CHOBHBIX TIPO0OJIEM U CJIOXKHOCTEN B MCTI0/Ib30BaHUM KpUNTOrpadyu [yisl 3alUThl MHOPMaLiu
Tema 6. TIpumeHeHre MHGOOPMALIMOHHBIX TEXHOJIOTHUN /IJIs1 ©3yUeHHs BOTIPOCOB OPTraHM3allMOHHO-TTPaBOBOTO
obecrieueHus MHGOPMaI[MOHHOH Ge30MmacHOCTH

WHdopmaloHHbIe TeXHOJIOTUN: OCHOBHBIE TIOHSITHSL U OTIpe/eIeHUs]

OpraHu3aljioHHO-TIpaBoBoe obecrieueHre HHPOPMALMOHHOM 6e3011acHOCTH: OCHOBHbIE TIPUHLIUITBI U 38124
[TpumeHeHre MH(OPMAL[OHHBIX TEXHOJIOTHI B U3yUeHUH BOIIPOCOB OPTraHW3al[MOHHO-TIPABOBOTO 00ecrieueHust
HMHGMOPMAaI[MOHHON 0e3011acCHOCTH

TTpuMepsI UCTI0/IB30BaHNs HH(DOPMAITMOHHBIX TEXHOJIOTHIA B 00ecreueHrH UH(OPMAIIMOHHOM Oe30T1acHOCTH
Tema 7. AHanu3 cioco0oB HapyIleHUi HHPOPMAL[MOHHOM 6e30MacHOCTH

OnpesienieHre UHPOPMAI[MOHHOHN 6€30MaCHOCTY U ee 3HaUeHHe

Buipt yrpo3 nH$opMarioHHo 6e301macHOCTH

MeTozb! HapyleHHs: HH(GOpMalMOHHOM 6e30macHOCTH

[TpuMepbl HapylIeHUH UHGOPMALMOHHOM Oe30macHOCTH

Mepsl ipeOTBpalLLieHUsT HapyILleH!i WHHOPMaLMOHHOM Oe30macHOCTH

Tema 8. Mecto nH}popMaLIOHHOI 6e3011acHOCTH 5KOHOMUYECKUX CHCTeM B Hal[HOHAIbHOW 6e30macHOCTH
CTpaHbI

3aHsATHe TIOCBSIIEHO 3HAUeHUI0 HHPOPMALMOHHOM 6e301acHOCTH 5KOHOMUYECKUX CHUCTeM [Isl HallMOHA/IbHOM
0e301acHOCTH CTpaHbl. PaccMaTpuUBarOTCsi KOMIIOHEHTHI MH(OPMALIOHHOY 6€30TacHOCTH, UX POJIb B 3aIl[UTe
5KOHOMUKH U 0becrieyeHMH HaL[MOHaIbHOM 6e3011acHOCTH.

4. YueOHO-MeToAMYeCKOe 00eceyeHHe CaMOCTOSITe/TbHOW Pad0ThI 00yJaroUXCsl

CamocrosiTenibHasi paboTa 00yuarOL[UXCsl BK/IOUaeT B CeDOsi MOJATOTOBKY K KOHTPOJIHBIM BOITPOCAM U
3a[jaHUsIM JIJIsl TeKYIero KOHTPOJIsi U MPOMEXYTOUHOW aTTeCTallud M0 WUTOraM OCBOEHUS JUCLIATIIUHBI
NpYUBeJIeHHBIM B I1. 5.

151 obecrieueHrst CaMOCTOSITe/IbHOM PaboThl 00yUaroIIMXCsl UCTIOMb3YOTCS:

- 371IeKTPOHHBIN Kypc "CoBpeMeHHbIe MeTO/ibl 00ecrieueHrst MHPOPMAaLMOHHOM 6e301acHOCTU B
MH(OpPMaIMOHHBIX chcTeMax' (He Hallen).

Wuble yueOHO-MeTOAMYECKMEe MaTepHasibl: YueOHO-MeTo[uuecKre 10KyMeHThI, perjlaMeHTHUDYOIIe
CaMOCTOSITe/IbHYIO paboTy

ajipeca ZIOCTyTia K JOKyMeHTaM:

https://arz.unn.ru/sveden/document/

https://arz.unn.ru/pdf/Metod_all_all.pdf

5. @®oHJ OLEHOYHBIX CPeJCTB /I/Ii TeKYI[ero KOHTPOJIi YCIeBaeMOCTH U HNPOMEeXYTOYHOM
aTTecTalMi Mo JUCIUILIMHE (MO/Y/II0)



5.1 TunoBbIie 3a/laHUA, HEOGXOJ_II/IMLIE AJIA OL€éHKHM Ppe3y/ibTdTOB OﬁquHl/lﬂ npu mnpoBegeHHUU
TEKYIIEero KOHTPOJ/IA YCII€BA€MOCTH C YKd3dHUEM KPUTEPHUEB UX OLl¢HUBAHUA:

5.1.1 TunoBbie 3afaHus (OLleHOYHOE CpPeJCTBO - 3afiaHus) A/ OLeHKH C(opMHPOBAaHHOCTH
xkomnetrenuu ITK-5:

Yro Takoe nHPpOpMaIMoHHasi 6€30MacHOCTh?
1. IMepeuncsTe OCHOBHBIE YTPO3bl HHHOPMALIMOHHOM O€30TaCHOCTH.

2. Kakue cymjecTByrOT Mozen HHGpOpMaMoHHOW 6e301macHOCTH?

3. Kakue MeTo/ibI 3aIIUTHI UH(OPMALIUU BbIZEJISIOT?

4. YTo Takoe MpaBOBbIe MeTO/[bI 3aIUThI MH(OpMALUN?

5. Uro Takoe opraHu3alOHHbIe MeTO/bl 3alMThl MHPOPMaLUu?

6. UTo Takoe TexHUUECKHe MeTO/ibl 3allUThl MH(POPMaLMU?

7. UTo Takoe rporpaMMHO-araparHbie MeTO/Ibl 3alUThl UH(OpMaLn?

8. Uro Takoe Kpunrorpaduyeckre MeTo bl 3al{UThl UH(OpMaLU?

9. Yto Takoe ¢pu3nUecKre MeTO/Ibl 3alUThl UH(OpMaLU?

10. Kakwue ryiaBHbIe TOCyZapCTBEHHbIE OpPraHbl B 00/1acTu 00ecreueHust THYOPMAaLIMOHHOH
6e3omacHocTH?

11. [TepeuricuTe BU/BI 3alUIllaeMON UHQOPMALUHU.

12. Kakuie ocHOBHbIe 3aKOHBI B 00/1aCTH 3a1{uThl UH(GOpMaLuu B PP?

13. [TepeunciiuTe OCHOBHBIE Liesin U 3aiaun P@ B obs1actu obecrieuenust HHGOPMaLMIOHHOM
6e3omacHocTU

14. Yo Takoe KOHIeNIUs MH(POPMAIIMOHHOM 6€30T1acCHOCTH?

15. Yrto Takoe KoH(pUAeHIIMa/IbHass UHPOpMaLUs?

16. UTo Takoe repcoHa/bHbIe JaHHbIe?

17. B KakuXx ciyuasix BO3MOXXHO HCII0/Tb30BaTh MIepCOHA/IbHBIE JaHHBIe 0e3 coriacust
obnazaTens?

18. OxapakTepu3yiiTe OvioMeTpuUecKHe JlaHHble KaK IepCoHa/bHbIe JaHHbIe.

19. Yro Takoe npodeccroHabHas TaiiHa?

20. UTo Takoe KOMMepuecKasl TauHa?

21. UTo Takoe pe;KUM KOMMepUYeCKOU TaliHbI?

22. UTo Takoe rocyjapCcTBeHHas TarHa?

23. OnuiyTe NpaBOBOM PeXXUM rOCYZapCTBEHHOU TalHBbI.

24. Kakue rocyziapcTBeHHbIe OpraHbl 3aHUMAlOTCs cepTUdUKaleil U TMLieH3UpOBaHueM
CpeZCTB 3alUThl MHGOpMAaLUK?

25. Kakuie oCHOBHBIe MeK/IyHapO/IHbIe CTaH/[apThl B 00/1aCTH MHPOPMAIIMOHHON
0e30MacHOCTH CyI[eCTBYIOT?

26. Yro Takoe "EuHble KpuTepun'"

27. Kak cBs13aHbl MeXXyHapOoHble CTaHAapThl U cTaHapTbl PD?

28. Kakwue ocHOBHbIe cTaHgapThl PP B 06/1acTi MHPOPMALIMOHHOM O€e30T1acHOCTH
CyLLIeCTBYIOT?

29. Oxapaktepusyiite crangapt 'OCT P ICO/M3K 27002-2014.

5.1.2 TunoBblie 3afiaHus (OLleHOYHOEe CpPeJCTBO - 3afiaHus) A/l OLeHKH C(opMHPOBAHHOCTH
kovmnerennuu I1K-9:

1. Yto Takoe nmosmTUKa 0e30rmacHOCTU?



2. Kakoe Ko/IM4ecTBO Cpe/ICTB OrO/pKeTa OpraHu3alyu 3(hGeKTUBHO TPAaTUTh [ijist 00ecrieueHust
MH(POPMaLIMOHHOM 6e30MacHOCTH?

3. UTto Takoe UH)KeHepHasl 3aluTa 00HeKTOB?

4. Kakuve BU/Ibl CUTHa/IM3alMi YCTaHaBIUBAOTCS [Jisi 00ecrieueHrs MH)KeHepHOW 3allUThI?

5. UTo Takoe TeXHMUeCKUe KaHasIbl yTeukKd MH(OopMaLyn?

6. IlepeunciviTe OCHOBHBIE BU/IbI TEXHUUECKUX KaHA/TIOB YyTeUKH MH-(PopMauun?

7. TlepeuncivTe MeTO/bI 3alUThl MHPOPMAL[MU OT YTeUKH 10 BU3ya/lbHOMY KaHaiy.

8. INepeuncnvre MeTO/bI 3aLUThI MH(GOPMALIMK OT YTEUKH 10 BO3yLIHOMY KaHasy.

9. IMepeuncuTe MeTO/BI 3aIUTHI MH(GOPMALMK OT YTEUKH 10 BUOPAL[MOHHOMY KaHay.

10. [TepeuricuTe MeTO/IbI 3alLIMTHI MH(OPMALIMK OT YTEUKU M0 UHYKI[MOHHOMY KaHasy.

11. [TepeuricnuTte cpeficTBa U METO/bI 3aIUTHI UHPOPMALIUU OT YTEUKH B Tesie)OHHbIX
JIMHUSIX.

12. [TepeuriciiTe OCHOBHBIE MEPOTIPUSTHS TI0 00eCTieueHHo 3al{UThl MHPOPMAIy OT
YTEUKH I0 TEXHAYECKUM KaHasaMm.

13. Kakue BHU/ibl KOMITBIOTEPHBIX YIPO3 CYLLECTBYHOT?

14. Yro Takoe OpaHAMay3p?

15. Yro Takoe aHTUBUPYCHAas NporpaMma?

16. UTo Takoe 3BPUCTAYECKUM a/ITOPUTM ITOMCKa BUPYCOB?

17. UTo Takoe CUTHaTypPHBIN TOMCK BUPYCOB?

18. MeTo/ib1 TIPOTHBOAENCTBUS CHUGDGUHTY?

19. Kakue nporpammHble peanu3salji NporpaMMHO-anapaTHbIX CPeZCTB 3alUThI
MH(OpMaLIMK Bbl 3HaeTe?

20. UTo Takoe MexaHW3M KOHTPOJISI U pa3rpaHUYeHus JoCTymna?

21. Kakyto posib HeceT KypHanvpoBaHHe [1eMCTBUM B IPOrPaMMHO-aNnapaTHbIX CpefCcTBax
3aLUThl MH(OpMaLu?

22. Yto Takoe cpe/icTBa cTeraHorpaduueckoi 3aiuTbl MHGOpMaLum?

23. Yro Takoe Kpunrorpadus?

24. Kakue 1cronb3yroTcss CHMMeTPUUHBIE alrOpUTMBbI LM POBaHUSA?

25. Kakue 1cronb3yroTcs acCHMeTpUUHbIe alrOpyUTMBbI MG POBaHKUs?

26. Yro Takoe Kpunrorpaduueckas Xem-hyHKINS?

27. Kakwue ucronb3yroTcs Kpunrorpapuieckue xem-QyHKLIAN?

28. Yro Takoe 1j1dpoBasi oANMUCh?

29. Yro Takoe MHGPACTPYKTYPa OTKPBITHIX KITHOUE?

30. Kakue poccuiickue 1 MeX/lyHapoAHble CTaHJapThl Ha (opMUpoBaHUe LM(POBO
TOATUCH CYLLeCTBYIOT?

31. Kakvie 0CHOBHbIe KpUNTOrpaduueckue MpoTOKOJIbI UCIIOJIb3YHOTCS B CETAX?

Kpurepumu orjeHnBaHus (0L{eHOUHOE CPeACTBO - 3afiaHUA)

OneHka Kputepun orjeHMBaHuUs

OTBeT IoJIHBIN 1 TIPaBU/IBHBIN Ha OCHOBAaHUM W3YUYeHHOU Teopuu; MaTepuas
OT/IMYHO W3/I0)KEeH B He0OXO0IUMOM JIOrMUeCKOl Moc/ieJ0BaTeIbHOCTH, TPAMOTHBIM HayUHbIH
SI3bIK; OTBET CAMOCTOSTEe/TLHBIN

XOpOLIO OTBeT MOJ/HEIN ¥ IPaBU/IBHBIN HA OCHOBaHUM W3Y4YeHHOU TeOpUH; MaTepuas
13/10’KeH B He0OX0AMMOM JIOrH4ecKoit 1oc/1el0BaTe/IbHOCTH MPU 3TOM JOMYIL{eHbI




OueHka Kpurtepuu oLieHUBaHUs

[IBe-TPH HeCylieCTBeHHbIe OIITMOKH, UCTpaB/ieHHbIe 110 TpeboBaHUI0
npernojaBaresst

YAOBJ/IETBOPUTE/IBHO

OTBeT MOJHBIHN, HO TIPYU 3TOM /IOTTyIIleHa CyIleCTBeHHasi OLIMOKa WK HEeTI0/IHbIH,
HEeCBSI3HBII OTBET

Hey/IOB/IETBOPUTE/IBHO ~ MaTepHasia WM JIOMyIIeHbI CylleCTBeHHbIe OIIMOKU, KOTOPbIe He MOT'YT ObITh

OtBeT 06Hapy’>KMUBaeT HEIIOHUMaHHe CTY/JeHTOM OCHOBHOTO COJiep>KaHUsl yueOHOro

HCITpaBJ/IEHBI TIPHU HABOJAIHUX BOIIPOCAaX IIperogaBaTe/is

5.1.3 TunoBble 3afaHus (omeHouyHoe cpejcTBO - Pedepar) ans oneHKH c(opMHPOBAHHOCTH
koMmmnerenyuu I1K-5:

1.

ik W

¥Yrpo3s! nHMOPMaILMOHHOW 0e30MMacCHOCTH TIPeANPUATHS (OpraHU3al[it) U CII0CO0bI 60PLOLI C
HUMH

CoBpeMeHHbIe Cpe/ICTBA 3alUThl HHHOPMALUH

CoBpeMeHHbIe CUCTEMbI KOMIbIOTEPHOMH 6€301acHOCTH

CoBpeMeHHbIe CPe/ICTBa MPOTUBO/IEMCTBUS SKOHOMUUECKOMY IIIMAOHAXKY

CoBpeMeHHbIe KPUMITOrpapuuecKre CUCTEMbI

5.1.4 TunoBble 3ajaHusa (oneHOYHOe cpefcTBO - Pedepar) ansa ouneHkH chopMHPOBAaHHOCTH
komnerenyuu ITK-9:

ik e

Kpunroananus, coBpeMeHHOe COCTOSTHUE

[TpaBoBbIe OCHOBBI 3aL{MThl MH(OpPMaLX

TexHUYeCKHe acieKThbl obecrieueHus 3auThl nHopMarur. CoBpeMeHHOe COCTOSTHHE
ATaku Ha cucteMy 6e30TMacHOCTH U COBpeMeHHbIe MEeTO/IbI 3aL[UThI

CoBpeMeHHbIe TyTH peliieHus pobeMbl HHGOpMaIMOHHOM 6e3omacHocTH PO

Kputepumu orjeHnBaHus (oLjeHOUHOe cpeAcTBO - Pedepar)

Ouenka Kpurepun onieHuBaHUsA

OT/IMYHO MMepBOMCTOYHUKOB U I/IB,Z[aHI/II‘/JI HepHOAI/I‘—IECKOﬁ reyaTty, MpuBOAUT IIPpaKTUYECKHE

pedepatuBHast paboTa MOJHOCTBIO PACKPBIBAET OCHOBHBIE BOTIPOCHI
TeopeTuueckoro mMarepuana. CTyieHT IPUBOAUT UHGOPMALUIO U3

TIpUMepEHI, B I0K/a/le OTBeYaeT Ha JIOTIO/IHHUTe/IbHbIe BOMPOCHI TIpeTiojaBaTesis U
CTY/IeHTOB

pecdepatriBHast paboTa YaCTUYHO PaCcKpbIBaeT OCHOBHbIE BOIIPOCKHI TEOPETUUECKOTO
MaTepuasa. CTyZeHT NPUBOAUT UH(GOPMALIMIO U3 1IePBOMCTOYHHUKOB, OTBeuYaeT Ha

XOpOLIO
P JIOTIOJTHUTE TbHbIe BOTIPOCHI MpeTio/iaBateisi U CTyJeHTOB (TIpH A0K/ajie), HO MpHU
3TOM JIaeT He YeTKHE OTBeThI, 6e3 /I0CTaTOYHO UX apryMeHTal[uu
Y0BJETBOPUTENBHO pedeparrBHast paboTa B 00IIMX YepTax pacKpbIBaeT OCHOBHbIE BOTIPOChI

TeopeTUueckoro Marepuasna. CTyleHT NPUBOJUT UH(OPMALIHIO TOJBKO U3




OueHka Kpurtepuu oLieHUBaHUs

yue6HUKOB. IIpy 0TBeTax Ha /IOMOTHUTE/TbHBIE BOTIPOCHI B JIOK/Ia/ie ITyTaeTcsi B
OTBeTax, He MOXKeT JaTh MOHATHBIN ¥ apryMeHTUPOBaHHbIN OTBET

CTaBUTCS 3a pedepathl, B KOTOPLIX HET MH(MOPMAIMHU 0 Mpob/ieMaTHKe paboThl U ee
HEeYJOB/IeTBOPUTE/ILHO N
MecTe B KOHTEK-CTe JPYrux paboT Mo ucciefyeMol TemMe

5.1.5 TunoBble 3ajaHus (oneHouHOe cpeAcTBO - TecT) sl OLeHKH C(HOPMHPOBAHHOCTH
komnerennu ITK-5:

1. ITporpamma, KoTOpas MOXXeT Pa3sMHO)XaTbCsl, IPHCOeJUHAS CBOU KO/ K ApYro# mporpamMmme,
Ha3bIBaeTcs

a. Kommunsarop

b. VHTepHeT-uepBU

c. Bupyc

2. BesinunHoi (pa3mepom) ymep0a (Bpeja), 0)kiMAaeMoro B pe3y/ibTaTe HeCAaHKI[HOHUPOBAHHOTO
Aocryna K uH(opMalnuy Wid HapylleHus A0CTYIHOCTH HH()OPMaLIIOHHON CHCTeMbl,
Ha3bIBaeTcsl

a. BospgeiicTBuem (BiusiHuEM)

b. [Mortepeii

c. Cunou

3. Kop, crioco0HbIi CaMOCTOATE/NHHO, TO €CTh 0e3 BHeApeHHs B /[Pyrue NporpaMmbl, BbI3BaTh
pacnpocTpaHeHHe CBOMX KONUM 1o HH(OPMaMOHHON CHCTeMe U UX BBINO/IHeHHe, Ha3bIBaeTCs
a. TpostHCKOM porpammon
b. Uepeem
c. Bupycom

4. YpoBeHb pHCKa, KOTOPbIN CUUTAETCA JOCTYNHBIM /I/IfA JOCTH)KEHUS )KeJlaeMoro pe3y/ibTara,
Ha3bIBaeTCca

a. Y CTOMYMBOCTEIO

b. TeprnUMOCTBbIO MO OTHOLLIEHUIO K PUCKY

c. HezaBucHMMOCTEIO

5. KoMnbioTep € 0/JHUM NPOL[eCCOPOM B Ka)XKAbIM KOHKPeTHbIi MOMEHT BpeMeHH MOKeT
BBINO/IHATH KOMaHJ

a. [Ise

b. Ogny

c. CKoJIbKO 3a71a1yT

5.1.6 TunoBble 3ajaHus (oreHouHOe cpeAcTBO - Tecr) sl OLEHKH C(HOPMHPOBAHHOCTHU
komnerennuu ITK-9:

1. AJII‘OPI/ITMLI P€a/IBHOr0 BpEMEHH, 3dpadHEe HA3HAYAKIIHUE KAXKAOMY MMpoIeccy
(l)PlKCP[pOBaHHbIﬁ MIPUOPHUTET, MMOC/Ie Yero BbIMO/THAKIIIME IIPUOPUTETHOE IIVIAHUPOBAHHE C
NnepekK/iln4YeHuAMHU, HA3bIBAKOTCH:



a. CraTMyecKUMH a/irOPUTMaMHU
b. Anroputmsl RMS
c. [luHaMHuecKMMU aaropuTMamu

2. CucremHbIe (haii/ibl, 00ecrneyuBaroIye MOAAePXKY CTPYKTYP (ailsioBoii CHCTeMBbI,
Ha3bIBaIOTCA:

a. Karasnoru

b. CruMBosbHBIE (ailsibl

c. PerynsipHble ¢aiinbl

3. Koapl, 00/1aamomiye cCiocoOOHOCTHIO K PaCcpoOCTPAaHEHU0 (BO3MO)KHO, C U3MEHEHUSAMHU) MyTeM
BHe/I[peHNs B /[pyrue NporpaMMbl, Ha3bIBalOTCA

a. Bupycamu

b. Pytkuramu

c. Yepamu

4. TpeooBanuemM K HH(OPMAILHOHHON CHCTeME, IB/IAIIUMCS C/1eJCTBHEM /[€HCTBYIOIEro
3aKOHO/JaTe/IbCTBA, MUCCHHU Y MOTPEe0HOCTel OpraHu3amuy, Ha3bIBaeTCs:

a. TIpaBunamu 6e30MacHOCTH

b. TpeboBanuem 6e3omacHOCTH

c. Mepamu Ge30racHOCTH

5. ITponieccom neHTH(MKALMI PHCKOB IPHMEHUTE/THHO K 0e30macHocTH HHGOPMAaIHOHHOH
CHCTeMBI, OIIpe/ie/IeHUsI BEPOSITHOCTH MX OCYyILeCTB/IeHHUs M OTeHIHA/THHOT'0 BO3/IelCTBHA, a
TaK)Ke /I0MO/THUTE/IbHBIA KOHTPMep, 0C/1a0/IAI0ui (YMeHbIIAKIIUA) 3T0 BO3/jeliCTBHe,
Ha3bIBaeTCH:

a. YIpas/jieHue PUCKOM

b. TlpeayripexxaeHreM pUCKOB

C. AHa/mv30M PUCKOB

6. KomnbroTepHas cucremMa, B KOTOPOH ABa WU 00J1ee IeHTPa/IbHBIX MPOI[eCCOPOB
AeJISIT TOJ/IHBIN JOCTYII K 0011eld onepaTUBHOM MaMSATH, Ha3bIBAeTCsA

a. MyJibTUIIpOLIeCCOPBI THNA «X03SUH-TT0AUMHEHHBIN»

b. CuMMeTpHYHbIN MYJIbTUIIPOLIECCOP

c. MynbTHnpotieccop c o011ieli namsTbio

Kpurepumu orjeHnBaHus (oLjeHOUHOe CpeAcTBO - Tecr)

OueHka KpuTtepun orjeHMBaHUSA
OTJINYHO 85-100% rnpaBU/IBHBIX OTBETOB
XOPOLLIO 66-84 % rnpaBUIBHBIX OTBETOB
YZ0B/IETBOPUTEJILHO 50-65 % mnpaBUIBHBIX OTBETOB
HeyI0B/IeTBOPUTETEHO MeHbI11e 50 % MpaBUIBHBIX OTBETOB




5.2. OnucaHue MIKaja OLeHUBAaHUA Pe3y/IbTaTOB 00yueHHs N0 JUCHMILIUHE NPH MPOMEeXYTOUHOMH

aTTecTanyu
IIIkasa oueHBaHUA C()OPMUPOBAHHOCTH KOMIIETEeHI[UI
YpoBeHnsb
¢)OPMUPOBAHHOCTH | hey 0B TeTBOPHTE/IBH
KOMIIeTeHLuii N Y/OBJIETBOPUTE/IHEHO XOpOILLIO OT/IHYHO
(mHAUKaTOpa
JOCTHKEHHUS
KOMIIeTeHI{HH)
He 3aYTeHO 3a4TeHo
YpOBeHb 3HaHUi1 B
o MuHMMabHO obbeme, YpoBeHb 3HaHUH B
YpOoBeHb 3HaHUM HIKe o
JOMyCTUMBIN yPOBEHb | COOTBETCTBYIOLIEM obbeme,
3HaHus MHHAMA/ILHBIX 3HaHui. [ory1eHo rporpamme COOTBETCTBYHOLLIEM
TpeboBanuii. menu ’ i porp yrou
MHOT'0O Herpy0bIx TMO/ITOTOBKH. MporpamMMe T0/Ir0TOBKH,
MecTo rpy0bble OIMOKH
o1IboK HomnyiiieHo HeCKoMbKO | 6e3 ormmbok
Herpy0ObIx ommboK
ITpozieMOHCTPUPOBaHEI
[IpogemMoHCTpHpPOBaHbI [IpogemMoHCTprpOBaHkbI BCe
BCe OCHOBHBIE yMEHUSI.
TIpu pelieHHH OCHOBHbIE YMEHHSI. OCHOBHBIE YMEHUSI.
PeliieHbl Bce OCHOBHbIE
CTaH/|apTHBIX 337jau He | PermeHsl THIIOBBIE PerieHs! BCce OCHOBHBIE
MPO/IEMOHCTPUPOBAHBI | 3a/lauM C HErpyObIMU 3aaum C HerpyGrimn 3a7lauy C OT/|e/IbHBIMU
Ymenus A PHp A Py OLIMOKAMHU. A A
OCHOBHBIE YMEHUSI. oLIMOKaMH. HeCyIIeCTBeHHBIMU
BeinonHeHs! Bce
Vimenu Mecto rpy0ble BhInoiHeHs! Bce HeJloueTaMH, BbITIOJIHEHbI
3a7laHysl B TIOJTHOM
OIIMbKU 3a/laHus, HO He B BCe 3a/laHUs B [1OJTHOM
00BeMe, HO HEKOTOPhIe
TMOJIHOM 0Obeme obbeme
C HeJloueTaMu
[Ipu peluenun Nwmeetcsa [IpogeMOHCTpUpPOBaHbI
CTaHZJApTHBIX 337lauy He | MUHUMAaJIbHBIM HabOp 0a30Bble HaBbIKU MPH ITpo/ieMOHCTPHPOBaHBI
Hapbi MPO/IEMOHCTPUPOBAHbI | HABBIKOB [IJISI PELIeHNs] | pelleHun HaBBIKH TIPU PeLIeHUH
= 6a30Bble HaBbIKH. CTaH/APTHBIX 3a/a4 C CTaHZAPTHBIX 3a/iau C HeCTaH/apTHBIX 3aau 6e3
Wmenu MecTo rpybbie HEKOTOPBIMU HEKOTOPBIMU OIIMOO0K U HeJJOUeTOB
OLIMOKH HeJ|0ueTaMHu HeJ|J0ueTaMH
IIIkana OLI€CHUBAHHUA ITPH IMTPOMEXYTOUYHOU aTTECTAllUHA
OrneHka YpoBeHb NOATOTOBKH
Bce komrmeTeHIMM (YacTd KOMIIeTeHLMi), Ha (OpPMUpOBaHHWE KOTOPBIX HarpaB/ieHa
OT/IMYHO JMCLIUMIVIMHA, CGOPMHPOBAHBI Ha YPOBHE He HIXXe «OT/JMYHO», NPU 3TOM XOTs Obl OfHa
KOMITeTeHIHst CQOpMHUPOBaHa Ha YPOBHE «OTIIMYHO»
Bce xommnereHuuM (YacTM KOMIeTeHLMH), Ha (opMHpOBaHMe KOTODBIX HarpaB/leHa
3a4TeHo X0poLIo JMCLMIVIMHA, COPMUDOBaHbl Ha YDOBHE He HIDKE «XOpOLIO», NPU 3TOM XOTS Obl OfHa
KOMIIETeHIMsl ChOPMHUPOBaHA Ha YPOBHE «XOPOILIO»
OB/IETBODHTEN Bce komrmeTeHIMM (YacTd KOMIIEeTeHLMi), Ha (OpPMUpOBaHHWE KOTOPBIX HarpaB/ieHa
iﬁo P JMCLIUMIUIAHA, COPMHUPOBAHBI Ha YPOBHE HE HUXKE «Yy[OBJIETBOPUTENLHO», MPH 3TOM XOTs ObI
0/JHa KOMITeTeHIIHs1 ChOpPMHPOBaHA Ha YPOBHE «YZOBJIETBOPUTETLHO»
He HEY/|0B/IETBOPUT
Xots 6b1 0ZiHA KOMITeTeHIMs ChOPMHUPOBaHa Ha YPOBHE «HEYZOBIETBOPUTEIBHO.
3a4TeHo e/IbHO

5.3 TumnoBble KOHTPOJ/IbHBbIE 3a/laHMsl W/IH HHbIE MaTepHa/ibl, He00X0JUMbIe /ISl OLEHKH
pe3y/IbTaToB o00yueHHMsT Ha TPOMEXYTOUHOM aTTeCTallid C YyKa3aHHMeM KpUTepHeB HX
OIleHUBaHMSI:

5.3.1 TumnoBbie 3afaHusA (oneHOUHOe CpeACcTBO - KOHTpO/IbHbIE BOMPOCHI) AJISI OLEHKH
copmupoBanHocTH KommnereHnuu [1K-5

1. MexxayHapozHble CTaH[apThl MHGOPMAIIMOHHOTO 0OMeHa. [ToHsTHe Yyrpo3bl.



2. VndopMmaiiioHHast 6e30MacHOCTh B YCIOBUSX (YHKIMOHWPOBaHMsA B Poccuu rnobaibHBIX
cereii. CTaHZapThl B 00/1aCTh MHPOPMALIMOHHOM 6e301acHOCTH.

3. Xakepsbl. Buzbl xakepoB. [IpuMepsl XakepCKux aTak.

4. Bupychl Kak KaacC BPeJOHOCHOTO TIporpaMMHOro obecriedeHusi. Bujbl BHUPYCOB U MX
KJ/laccuuKanys.

5. [loHsiTHe TOCYyJapCTBEHHOM, KOMMepuecKol, /auW4YHOW TakWiHbl. OCHOBHble HOpPMaTHBHbIE
JIOKYMEHTHI B 3Tol o6siacT. PaccekpeuriBaHue JOKYMEHTOB. Y DOBeHb TaliHbI

6. CxeMa mocTpoeHHs1 MHPOPMALIMOHHOW 6e301acHOCTH Ha YpOBHe rocyZapcTBa. HasHaueHue u
3ajauM B chepe obecrieueHus: 6€30MaCHOCTH.

7. LudpoBble mnoamucu (IneKTpPOHHbIe ToAnvcH). WHQpacTpyKTypa OTKPBITBIX —KI/IIHOUeH.
Kpunrorpaduueckrie poTOKOJIBI.

8. IlpuMmeHeHre MH(OPMALIMOHHBIX TEXHOJOTMM [Jii M3yueHHsl BOIPOCOB OpraHW3alMOHHO-
npaBoBOro obecrieueHUst ”HPOPMAITMOHHOW 6e30TaCHOCTH.

9. 3amuireHHble KOMIbIOTEPHbIE CUCTeMBI. VIX BUIBI M 0cOOeHHOCTH. IIprMephI 3aluIeHHbIX
cucteM. VX 1criosib30BaHue U NIpUMeHeHne Ha MpaKkTHKe

10. KpunTorpadus. Kpunroananus. OCHOBHbIe MOHSTUSI KPUITOJIOT WM.

11. OcCHOBHBIE TEXHOJIOTMM TTOCTPOEHMs 3alljuIlleHHbIX cucTeM. dusnueckure yCTpOWCTBa.
WX BUABI U UCII0/Ib30BaHUE.

12. [TporpamMmHbIe MakeTbl. BUapbl MPOrpaMMHBIX TIAKETOB /IjIs 00ecrieueH st 3allyieHHOMI
CUCTEMBI.

13. Crpykrypa 6aHKOBCKUX MH(OPMALIMOHHBIX CHCTEM B 00/1aCTH 3alUThl MH(OPMALIH.

Ba)XHOCTh  3al[UTBI JKOHOMWYECKUX CHCTeM. OJIeKTPOHHble JeHbI'M U 0e30MacHOCThb
(bVHAHCOBBIX [1ePEBO/IOB.
14. Konuenuus nHhopMaLmoHHOH 6e3omacHoCcTH. OCHOBHBIE CBe/IeHUs U TIOJIOXKEHHUSI.

5.3.2 TumnoBbie 3apaHusi (oLeHOUHOe CPeACTBO - KOHTpoO/IbHbIE BOMPOCHI) /1A OLEHKHU
copmupoBanHocTu KomneTeHuu [1K-9

1. MexayHaposHble CTaHAapThl HHQOpMarMoHHOro oOmeHa. IloHATHME yrpo3bl, aTaKW.
'nobanbHele ceTH 1 MH(GOPMALMOHHAsE 6€30MMacHOCTb.

2. Buzpl MpOTUBHUKOB WM «HapyluTesiel». [IoHaTre o Bugax BupycoB. IloHsTue Hapymmresns
nH(pOpMaLoHHOW 6e301acHOCTH.

3. Tpu BuAa BO3MOXKHBIX HapylleHui HH(opMaLoHHOM 6e3omacHocTu. Tpu cocrapmstouux Vb
- 11eJIOCTHOCTb, JOCTYITHOCTb, KOH(PUEHIIMaMbHOCTb. 3aluTa WH(GOPMALIMOHHON CUCTeMBbI OT
yIpos.

4. OCHOBHble HODMAaTHBHbIE PYKOBOZALIME JOKYMEHTBI, Kacarolyecss rocyapCTBeHHOU TalHBl,
HOPMAaTUBHO-CIIPaBOYHbIE JOKYMEHTHI.

5. CrieranbHble OTAEe/Nbl M WX (yHKOMM B mporecce obecriedeHusi WH(POPMAIMOHHON
OesomacHOCTH TrocyfapcTBa. BoeHHble mofpasfeneHuss B cdepe  HHGOPMAIMOHHOM
6e30MmacHOCTH.

6. Kpuntorpaguueckve metozbl 3amuTbl HMH(oOpMauud. CHUMMETpHUYHble U aCCUMETPHUYHbIe
CUCTeMBbI LIK(POBAHMUS.

7. Vcrionb3oBaHWe 0a3 JAHHBIX [JIsi HaXOXKJEeHWsT W W3yueHUs: HOPMATUBHBIX /IOKYMEHTOB B
obs1acty MHGOPMaLMOHHOM 6e30MacHOCTH.

8. .AHanu3 pas3nuuHbIX CrocoboB HapylleHWH HH(OpMaLMOHHON Oe3oracHOCTH. XaKepcKue
aTaky, OTKasbl 00Opy/ioBaHUSI B 0OCIy)XKMBaHWM, BHelLIHUe (aKTOphl, BWAIOIIME TPSIMO Ha
MH(pOpMaLMOHHYIO 6e30MaCHOCTb CUCTEM.



9. Ucropus mmdposanus. Vcnonb3oBaHre mMppoBaHUs pa3IMUYHbIMU MeToJamMu. PaccMoTpeHue

COKpbITHs UH(GOopMaru Tabvieli Bunkepa.

10. [Iporpammel A5t Kpuntorpaduu. DneKTpoHHas LdpoBasi MOAUCH.
11. [TpaBoBbIe 0COOEHHOCTH MCIIOH30BAHMS CPeCTB MHPOPMALIMOHHOM 3alUTHI.
12. WudbopmaiiionHass 6e301acHOCTb CTpaHbl. 3all[dTa KOHOMHYeCKuX cucrteM. OOMeH

KOH(UAeHIMa/IbHOM HH(MOopMal[rel.

Kputepuu oneHuBanus (o1jeHOYHOe cpecTBO - KOHTpo/IbHBIE BONIPOCHI)

OrjeHKa

Kpurepuu oLieHUBaHUs

OT/IMYHO

BBICTABJ/ISIETCSA, KOT/Ja CTY/IeHT I/yOO0KO M MPOYHO YCBOM/I BECh ITPOTrPaMMHbIH
MaTepHaJi, UCUePITbIBAIOIIIE, MTOC/IeI0BATEILHO, TPAMOTHO U JIOTHUECKH CTPOWHO
ero M3/iaraet, He 3aTPY/JHSETCS C OTBETOM TP BUAOU3MEHeHUH 3aflaHus, CBOOOJHO
CPABJ/ISIETCSI C CUTYAI[MOHHBIMH 3a/IaHUSIMH, TIPABU/IbHO 000CHOBBIBAET MPUHSIThIE
pelleHys, yMeeT CaMOCTOATE/IbHO 00001[aTh U U3/laraTh MaTepHas, He JOoMycKas
ommboK

XOPpOLII0

BBICTABJIAETCA, €C/IK CTYJEeHT TBepA0 3HaeT HpOFpaMMHLIﬁ MaTepuasl, rPaMOTHO U
I10 CyL1eCTBY M3J/laraeT ero, He AO0ITyCKaeT CyIleCTBEHHBIX HEeTOUHOCTeH B OTBeTe Ha
BOIIPOC, MOXKET IMPaBU/IbHO IMPUMEHATH TeOPETHUUEeCKHe I10/JI0KeHUA U BilaJeeT
HEO6XOAHMLIMI/I YMEHHAMU U HABBIKaMHU IMPU daHAJ/IN3€e I/IH('bOPMaL[I/II/I

YA0BJeTBOPUTETHHO

BBLICTABJIIETCS B TOM C/Ty4ae, MPY KOTOPOM CTYZIEHT OCBOUJT TOJIbKO OCHOBHOM
MaTepHaJ, HO He 3HaeT OTJe/IbHbIX AeTasel, oMyCKaeT HETOUHOCTH,
He/I0CTaTOYHO TMpaBU/IbHEIE (OPMYIMPOBKH, HapyIllaeT TOC/IeA0BaTeTbHOCTD B
W3JI0’K€HUH TIPOrPaMMHOT0 MaTeprasia U UCIILITHIBAET 3aTPY/[HEHUS B BHITIOJTHEHUN
aHa/M3a WHPOPMaLUH

Hey/10BJIETBOPUTEJTHHO

BBICTaBJ/IAIETCS CTYZEHTY, B OTBETE KOTOPOTO OOHAPY>KU/IHCH CYII|eCTBEHHbIE
nipo0esbl B 3HAHUM OCHOBHOTO COJiep>KaHusl yueOHOM POrpaMMbl JUCLUATIIAHEBL U /
WM HeyMeHHe UCTI0/b30BaTh TI0yueHHbIe 3HaHUS

6. YueOHO-MeTOANUYECKOE U HH()OPMALIMOHHOE 00ecreueHne JUCIUIUTHHBI (MOAYJIs)

OcHoOBHasi iuTeparypa:

1. Ilernos A. FO. 3aura nadopmarmu: ocHoBbl Teopud / lllernos A. FO., Illernos K. A. - Mocksa :

FOpatiT, 2022. - 309 c. - (Beiciee o6pa3oBanue). - URL: https://urait.ru/bcode/490019 (mata obpaiijeHus:

05.01.2022). - ISBN 978-5-534-04732-5 : 969.00. - TekcrT : anektponHbli / ObC "FOpaut"., https://e-

lib.unn.ru/MegaPro/UserEntry?Action=FindDocs&ids=787163&idb=0.

2. BaykoB A. A. 3auuta undopmaiiuu / BHykoB A. A. - 3-e u3. ; nep. u gor. - Mocksa : FOpaiir, 2022.
- 161 c. - (Bsicitiee obpa3oBanue). - URL: https://urait.ru/bcode/490277 (mata obpairerus: 05.01.2022).

ISBN 978-5-534-07248-8 : 569.00. - TekcT : s/ekTpoHHbIH // SBC "HOpait".,
https://e-lib.unn.ru/MegaPro/UserEntry? Action=FindDocs&ids=784475&idb=0.

3. OpraHu3alioHHOe ¥ MpaBoBoe obecrieueHre MH(HOPMALIMOHHON 0e30MacHOCTH : YueOHUK U
MPaKTUKYM [i71s1 By30B / 1iof; pefl. [TonsikoBoii T.A., CtpenbiioBa A.A. - Mocksa : FOpaiit, 2021. - 325 c. -



(Briciiee obpa3oBanue). - ISBN 978-5-534-03600-8. - Tekcr : 3nekrpoHHbiii // OBC "FOpaiit"., https://e-
lib.unn.ru/MegaPro/UserEntry? Action=FindDocs&ids=760974&idb=0.

4. Kazapus O. B. HazexxHocTh 1 6€301acHOCTb ITPOrpaMMHOT0 obecrieueHus : yue6Hoe rocobue / O. B.
Kazapun, U. b. [llyouHckuii. - Mocksa : FOpaiit, 2022. - 342 c. - (Briciiiee obpa3oBanue). - URL:
https://urait.ru/bcode/493262 (mara obpamenusi: 14.08.2022). - ISBN 978-5-534-05142-1 : 1349.00. -
Tekct : anekTpoHHbI // DBC "FOpaitt"., https://e-lib.unn.ru/MegaPro/UserEntry?
Action=FindDocs&ids=817483&idb=0.

[ononmHuTebHAs TUTEpaTypa:

1. Hetécora O. FO. H(dopmaLioHHbIe CUCTEMBI M TEXHOJIOTMM B 5KOHOMUKe / HeTécosa O. FO. - 3-e u3g,.
; UCTIp. U Aot - Mocksa : FOpaiit, 2022. - 178 c. - (Briciiiee obpa3oBanue). - URL:
https://urait.ru/bcode/491479 (mara obpaijenusi: 05.01.2022). - ISBN 978-5-534-08223-4 : 499.00. -
Tekcrt : anektpoHHbI // DBC "FOpaitt"., https://e-lib.unn.ru/MegaPro/UserEntry?
Action=FindDocs&ids=789321&idb=0.

2. Kazapun O. B. IIporpammHo-anmnapaTHbie Cpe/iCTBa 3alliUThl MH(MOPMaIMH. 3all[iTa TPOrpaMMHOro
obecrieuenus : yueOHUK ¥ rpakTukyM / O. B. Kazapun, A. C. 3a6a0ypuH. - Mockea : FOpaiit, 2022. -
312 c. - (Bricmree obpa3oBanue). - URL: https://urait.ru/bcode/491249 (nata obparmenus: 14.08.2022). -
ISBN 978-5-9916-9043-0 : 1239.00. - TekcT : 3nektpoHHbli // 3BC "FOpaurt".,
https://e-lib.unn.ru/MegaPro/UserEntry? Action=FindDocs&ids=816575&idb=0.

3. adopmarioHHoe 1ipaBo : yueOHUK / M. A. @enoToB [u ap.] ; o pepakiueis M. A. @enoToBa. -
Mockga : FOpaiir, 2022. - 497 c. - (Boiciiee obpa3oBanue). - URL: https://urait.ru/bcode/489946 (nata
obparrenust: 14.08.2022). - ISBN 978-5-534-10593-3 : 1879.00. - TekcT : s/ekTpoHHbIH / DBC
"FOpaiit"., https://e-lib.unn.ru/MegaPro/UserEntry? Action=FindDocs&ids=821548&idb=0.

4. Kpynckuu B. H. Teopus anroputmos. Beesienve B cioxHOCTb Beluncienuy / Kpynckuii B. H. - 2-e
W3], ; UCTp. U Aom. - Mockga : FOpaiir, 2022. - 117 c. - (Beiciiee obpa3oBanue). - URL:
https://urait.ru/bcode/492937 (mara obparenus: 05.01.2022). - ISBN 978-5-534-04817-9 : 369.00. -
TekcT : asmekTpoHHbIM // DBC "HOpaitt"., https://e-lib.unn.ru/MegaPro/UserEntry?
Action=FindDocs&ids=786964&idb=0.

[TporpammHoe obecrieueHue 1 IHTepHeT-peCypChl (B COOTBETCTBUU C COJiePKaHUeM IUCIUTTAHBI):

JlviieH310HHOE TIporpaMMHOe obecrieueHne: OreparjioHHasi cicteMa Windows.
JlviieH3noHHOe TporpaMMHOe obecrieuerne: Microsoft Office.

ITpodeccronanbHbie 6a3bl JaHHBIX M MHPOPMAIJMOHHBIE CTIPABOYHBIE CHCTEMbI
Poccuiickuii nHzekc HayuHoro nqutrpoBanus (PVHLL), nnatdopma Elibrary: HarjmonanbHas
vH(bOpMallMOHHO-aHa/IMTHYecKasi cucteMa. Ajipec noctymna: http://elibrary.ru/project_risc.asp

'APAHT. NndopmaliioHHO-TIPaBOBO# MopTas [ DeKTpoHHbIN pecypc].— Afipec AOCTyTIa:
http://www.garant.ru

CB0OOJHO pacripocTpaHsieMoe MporpaMMHoe obecrieyeHue:
nporpamMmHoe obecrieuenue LibreOffice;

nporpaMmmHoOe obecrieueHre Yandex Browser;
riporpaMMHoe obecrieuerue Paint.NET;



niporpaMMmHoe obecrnieueruie 1C:

* "Byxranatepus npenpusatus’, pegakuus 3.0, cm. http://v8.1c.ru/buhv8/

* "YmpaBneHue Toprosiei”, pegakuus 11.1, cMm. http://v8.1c.ru/trade/ ,

* "3aprisiaTa v yripaB/jieHue riepcoHaniom"”, peaakius 3.0, cMm. http://v8.1c.ru/hrm/ ,

* "YripaBneHue HeOo/bIION dupMoit”, pegakuus 1.5, cm. http://v8.1c.ru/small.biz/ ,

* "ERP Ynpasnenue ripeanpustiem 2.0", cMm. http://v8.1c.ru/erp/ .

* "Byxranrtepus rocyAapCcTBeHHOro yupexenus”, pegakuus 1.0, cm. http://v8.1c.ru/stateacc/ ,

* "3apriaTa 4 KaJipbl TOCy/lapCTBeHHOr0 yupexkaeHusi", pegakuus 1.0, http://v8.1c.ru/statehrm/ .
rporpaMMHoe obecrieuenre Pascal ABC.NET

OnekTpoHHbIe OMOIMOTEeYHbIE CHCTEMBI U OMOIMOTeKH:

OnekTpoHHas 6ubnvoreuHas cucrema "Jlans" https://e.lanbook.com/

OnekTpoHHas 6bubnmoreuHas cucrema "KoHcynbtanT crygenTa” http://www.studentlibrary.ru/
OnekTpoHHas 6nbnmoreuHas cucrema "HOpait"http:/www.urait.ru/ebs

OnekTpoHHas 6ubmoTeuHas cucrema "Znanium" http://znanium.com/
OneKTpoHHO-0ub/MMoTeuHast cucteMa YHuBepcutetckast onbmoreka ONLINE http://biblioclub.ru/
dyngamenTanbHas bubmoreka HHI'Y www.lib.unn.ru/

CatiT 6ubmmoreku Apsamacckoro dumana HHI'Y. — Aapec goctyna: lib.arz.unn.ru

Pecypc «MaccoBble OTKpBITbIE OHJIaH-Kypchl Hykeropozckoro yausepcurteta um. H.U. JlobaueBcKoro»
https://mooc.unn.ru/

[Mopran «CoBpemeHHas LjudpoBasi odpa3oBaTesibHast cpesia Poccutickoii depeparyin»
https://online.edu.ru/public/promo

7. MaTepHa/ibHO-TeXHHYeCKoe ofecrieyeHHe JUCLUIIMHBI (MOJY /1)

YueOHble ayAWTOPUM [i/isI TIPOBeJieHHs yueOHBbIX 3aHSITHM, TpeJyCMOTPeHHBbIX 00pa30oBaTe/bHOM
MPOTPaMMOM, OCHAIeHbl MYJbTUMEAUUHBIM 000pyZOBaHUeM (TTPOEKTOP, 3KpaH), TeXHUUYeCKUMHU
cpefcTBaMHU 00yueHUs, KOMITbIOTepaMH.

[MTomerieHusi A1 CaMOCTOSITe/TbHOM pabOThl 00YyYarOLUXCsl OCHAIlleHbl KOMITbIOTEPHON TEeXHUKOU C
BO3MOJKHOCTBIO TMOAK/IOUeHUss K cetd "VHTepHeT" u obecrieueHbl [OCTYIIOM B 3/I€KTPOHHYIO
MH(pOpMalMOHHO-00pa3oBaTe/IbHYI0 Cpefy.

IIporpaMmma cocrtaBieHa B cooTBeTcTBUM ¢ TpeboBanusimu OC HHI'Y 1o HampaB/ieHHIO
noaroToBku/crerianbHocty 09.04.03 - [MpukiagHas vHGoOpMaTHKa.

ABtop(b1): CraryeB Asiekceill AHATOJ/IbeBUY, KaHAWU/AT MeJaroruuecKux HaykK, OLeHT.
Penensent(bl): AMnypuH Hukosaii [TeTpoBuuy, JOKTOP TeXHUYECKHUX HaykK.
3aBenyromumii kagezapoii: Hecteposa Jlapuca FOpbeBHa, KaHAW/AT MeJaroruueckrx Hayk.

ITporpamma ofj06peHa Ha 3acelaHul MeToquueckor komuccuu ot 10.01.2024 r., mpoTokos Ne 1.
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